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Standards of Practice for Artificial Intelligence

Description

These Standards are guided by RANZCR’s Ethical Principles on Use of
Artificial Intelligence in Medicine and align with existing standards of practice
for clinical radiology.
The Standards are intended to mitigate clinical risks and ensure best clinical
care when using artificial intelligence (AI) in radiology. They set out what is
expected across a series of domains and what specific evidence would need
to be shown to demonstrate compliance with the Standard.
These AI Standards are designed as a supplement to the RANZCR
Standards of Practice for Clinical Radiology v111, and will be released as
chapter 9 in version 11.2.
The scope of these AI Standards is to guide the development, deployment
and monitoring of AI and machine learning in public and private radiology
settings, and guide governance bodies and others involved in areas where
decisions are made external to the practice or hospital department that have
the potential to impact on patient care in radiology.
These Standards will be reviewed periodically to ensure that they remain
current as regulation of AI matures and aligns with contemporary best
practice.
RANZCR is grateful for the extensive stakeholder response to the invitation
for public feedback during the consultation period and their contribution to
the development of these AI Standards.
RANZCR seeks ongoing feedback from all stakeholders and welcomes
suggestions for improvement to the Standards. Stakeholders are
encouraged to notify RANZCR with comments, particularly relating to any
apparent discrepancies or ambiguities.
Please send feedback to standards@ranzcr.edu.au.

Created By

Artificial Intelligence Advisory Committee

Date Created

July 2020

Maintained By

Faculty of Clinical Radiology

Version Number

Modifications Made

Date Modified

1.0

Page 2 of 24

Standards of Practice for Artificial Intelligence Version 1| © The Royal Australian and New Zealand College of Radiologists® | July 2020

Document Name

Standards of Practice for Artificial Intelligence Version 1| © The Royal Australian and New Zealand College of Radiologists® | July 2020

TABLE OF CONTENTS
Introduction

5

Definitions Relating to AI
Ethical Principles for AI in Medicine

5
6

Introduction
Broader Ethical Frameworks
Artificial Intelligence Standards for Clinical Radiology

6
8
8

1.

Additional Digital Health Guidance
Algorithm Development

8
9

1.1
Expert Advice
1.2
Design for Clinical Use
1.3
Transparency and Explainability
2. Information Management

9
9
9
11

2.1
Information Security
2.2
Consent and Privacy
2.3
Information Sharing
3. Algorithm Deployment

11
11
12
13

3.1
Clinical Oversight
3.2
Suitability and Appropriateness
3.3
Implementation: Compliance and Records
3.4
Implementation: Integration
3.5
Risk Management
3.6
Initial Audit
4. Professional Standards

13
13
13
14
14
15
16

4.1
Patient Safety
4.2
Training in ML and AI
4.3
Decision-making
4.4
Responsibilities of the CRIO
5. Audit

16
16
16
17
18

5.1
Audit
5.2
Monitoring and Maintenance
5.3
Reporting Requirements
6. Governance

18
18
19
20

6.1
Governance
6.2
Responsibility
6.3
Teamwork
7. References

20
20
20
22

Page 3 of 24

About the College

RANZCR creates a positive impact by driving change, focusing on the professional development of its
members and advancing best practice health policy and advocacy, to enable better patient
outcomes.
RANZCR members are critical to health services: radiation oncology is a vital component in the
treatment of cancer; clinical radiology is central to the diagnosis and treatment of disease and injury.
For more information, go to www.ranzcr.com and follow us on LinkedIn, Twitter and Facebook.

Our Vision
RANZCR as the peak group driving best practice in clinical radiology and radiation oncology for the
benefit of our patients.

Our Mission
To drive the appropriate, proper and safe use of radiological and radiation oncological medical
services for optimum health outcomes by leading, training and sustaining our professionals.

Our Values
Commitment to Best Practice
Exemplified through an evidence-based culture, a focus on patient outcomes and equity of access to
high quality care; an attitude of compassion and empathy.
Acting with Integrity
Exemplified through an ethical approach: doing what is right, not what is expedient; a forward thinking
and collaborative attitude and patient-centric focus.
Accountability
Exemplified through strong leadership that is accountable to members; patient engagement at
professional and organisational levels.

Code of Ethics
The Code defines the values and principles that underpin the best practice of clinical radiology and
radiation oncology and makes explicit the standards of ethical conduct the College expects of its
members.
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The Royal Australian and New Zealand College of Radiologists (RANZCR) is committed to improving
health outcomes for all, by educating and supporting clinical radiologists and radiation oncologists.
RANZCR is dedicated to setting standards, professional training, assessment and accreditation, and
advocating access to quality care in both professions to create healthier communities.

INTRODUCTION
It is important that consistent definitions of artificial intelligence (AI) and machine learning (ML) are
used to ensure a common understanding of the technology. RANZCR has adopted the following
definitions in advance of an internationally agreed standard being available.
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Definitions Relating to AI
Artificial Intelligence
An AI system is a machine-based system that can, for a given set of human-defined objectives, make
predictions, recommendations, or decisions influencing real or virtual environments. AI systems are
designed to operate with varying levels of autonomy2.
Machine Learning
One particular form of AI, which gives computers the ability to learn from and improve with
experience, without being explicitly programmed. When provided with sufficient data, a machine
learning algorithm can learn to make predictions or solve problems, such as identifying objects in
pictures or winning at particular games, for example3.
Algorithm
A series of instructions for performing a calculation or solving a problem especially with a computer.
They form the basis for everything a computer can do and are therefore a fundamental aspect of all AI
systems4.
Expert System
A computer system that mimics the decision-making ability of a human expert by following preprogrammed rules, such as ‘if this occurs, then do that’. These systems fuelled much of the earlier
excitement surrounding AI in the 1980s, but have since become less fashionable, particularly with the
rise of neural networks5.
Neural Network
Also known as an artificial neural network, this is a type of machine learning loosely inspired by the
structure of the human brain. A neural network is composed of simple processing nodes, or ‘artificial
neurons’, which are connected to one another in layers. Each node will receive data from several
nodes ‘above’ it and give data to several nodes ‘below’ it. Nodes attach a ‘weight’ to the data they
receive and attribute a value to that data. If the data does not pass a certain threshold, it is not passed
on to another node. The weights and thresholds of the nodes are adjusted when the algorithm is
trained until similar data input results in consistent outputs6.
Deep Learning
A more recent variation of neural networks, which uses many layers of artificial neurons to solve more
difficult problems. Its popularity as a technique increased significantly from the mid-2000s onwards,
as it is behind much of the wider interest in AI today. It is often used to classify information from
images, text or sound7.
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ETHICAL PRINCIPLES FOR AI IN MEDICINE
RANZCR has produced a set of Ethical Principles for the use of AI in Medicine8 that outline the
behavioural expectations of clinicians, health executives and AI developers. They are intended to
guide all stakeholders involved in research, deployment and use of machine learning systems or
artificial intelligence tools in a healthcare setting.

The nine ethical principles outlined below guide the development of professional and practice
standards regarding the research and deployment of machine learning systems (ML) and artificial
intelligence tools (AI) in medicine. These tools should at all times reflect the needs of patients, their
care and their safety, and they should respect the clinical teams that care for them.
These principles are intended to guide all stakeholders involved in research or deployment of ML
systems and AI tools, including developers, health service executives and clinicians. They are also
designed to complement existing medical ethical frameworks, which do not adequately address the
issues likely to emerge from use of ML and AI in medicine.
In order to bridge this gap, RANZCR has developed nine ethical principles specifically to guide the
following:
•

development of standards of practice for research in AI tools,

•

regulation of market access for ML and AI,

•

development of standards of practice for deployment of AI tools in medicine,

•

upskilling of medical practitioners in ML and AI, and

•

ethical use of ML and AI in medicine.

All stakeholders should take heed of all the ethical principles for AI in medicine, noting that some will
have greater applicability to them.
PRINCIPLE ONE: SAFETY
Although ML and AI have enormous potential, a range of new risks will emerge from ML and AI or through
their implementation.
The first and foremost consideration in the development, deployment or utilisation of ML or AI
must be patient safety and quality of care, with the evidence base to support this.

PRINCIPLE TWO: PRIVACY AND PROTECTION OF DATA
Healthcare data is amongst the most sensitive data that can be held about an individual. Patient data
must not be transferred from the clinical environment9 at which care is provided without the patient’s
consent, approval from an ethics board or where otherwise required or permitted by law. Where data is
transferred or otherwise used for AI research, it must be de-identified such that the patient’s identity
cannot be reconstructed.
A patient’s data must be stored securely and in line with relevant laws and best practice.

PRINCIPLE THREE: AVOIDANCE OF BIAS
ML and AI are limited by their algorithmic design and the data they have access to, making them prone to
bias. As a general rule, ML and AI trained on greater volumes and varieties of data should be less biased.
Moreover, bias in algorithmic design should be minimised by involving a range of perspectives and skill
sets in the design process and by considering how to avoid bias.
The data on which ML and AI is based should be representative of the target patient population on which
the system or tool is being used. The characteristics of the training data set and the environment in which
it was tested must be clearly stated when marketing an AI tool to provide transparency and facilitate
implementation in appropriate clinical settings. Particular care must be taken when applying an AI tool to a
population, demographic or ethnic group for which it has not been proven effective.
To minimise bias, the same standard of evidence used for other clinical interventions must be
applied when regulating ML and AI, and their limitations must be transparently stated.
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PRINCIPLE FOUR: TRANSPARENCY AND EXPLAINABILITY
ML and AI can produce results that are difficult to interpret or replicate. When used in medicine, the doctor
must be capable of interpreting the basis on which a result was reached, weighing up the potential for bias
and exercising clinical judgement regarding findings.
When designing or implementing ML or AI, consideration must be given to how a result that can
impact patient care can be understood and explained by a discerning medical practitioner.
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PRINCIPLE FIVE: APPLICATION OF HUMAN VALUES
The development of ML and AI for medicine should ultimately benefit the patient and society. ML and AI
are programmed to operate in line with a specific world view; however, the use of ML and AI should
function without unfair discrimination and not exacerbate existing disparities in health outcomes. Any
shortcomings or risks of ML or AI should be considered and weighed against the benefits of enhanced
decision-making for specific patient groups.
The doctor must apply humanitarian values (from their training and the ethical framework in
which they operate) to any circumstances in which ML or AI are used in medicine, but they also
must consider the personal values and preferences of their patient in this situation.

PRINCIPLE SIX: DECISION-MAKING ON DIAGNOSIS AND TREATMENT
Fundamental to quality healthcare is the relationship between the doctor and the patient. The doctor is the
trusted advisor on complex medical conditions, test results, procedures and treatments who then
communicates findings to the patient clearly and sensitively, answers questions and provides advice on
the next steps.
Whilst ML and AI can enhance decision-making capability, final decisions about care are made
after a discussion between the doctor and patient, taking into account the patient’s presentation,
history, options and preferences.

PRINCIPLE SEVEN: TEAMWORK
ML and AI will necessitate new skill sets and teams forming in research and medicine. It is imperative that
all team members get to know each other’s strengths, capabilities and integral role in the team.
To deliver the best care for patients, each team member must understand the role and
contribution of their colleagues and leverage them through collaboration.

PRINCIPLE EIGHT: RESPONSIBILITY FOR DECISIONS MADE
Responsibility for decisions made about patient care rests principally with the medical practitioner in
conjunction with the patient. Medical practitioners need to be aware of the limitations of ML and AI and
must exercise solid clinical judgement at all times. However, given the multiple potential applications of
ML and AI in the patient journey, there may be instances where responsibility is shared between:
•
The medical practitioner caring for the patient;
•
The hospital or practice management who took the decision to use the systems or tools; and
•
The manufacturer that developed the ML or AI.
The potential for shared responsibility when using ML or AI must be identified, recognised by the
relevant party and recorded upfront when researching or implementing ML or AI.

PRINCIPLE NINE: GOVERNANCE
ML and AI are fast moving areas with potential to add great value, but also to do harm. The
implementation of ML and AI requires consideration of a broad range of factors, including how the ML or
AI will be adopted across a hospital or practice and to which patient groups, and how it might align with
patients’ goals of care and values.
A hospital or practice using or developing ML or AI for patient care applications must have
accountable governance to oversee implementation and monitoring of performance and use, to
ensure practice is compliant with ethical principles, standards and legal requirements.
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Broader Ethical Frameworks
Other ethical frameworks cover the expected approach and behaviour of medical practitioners when
delivering care to patients, and provide general guidance relating to the development and adoption of
new technologies in medicine.

Medical practitioners in New Zealand are expected to practise in accordance with the New Zealand
Medical Council’s Good Medical Practice12 and the Code of Ethics set by the New Zealand Medical
Association13.
RANZCR has also developed a more explicit Code of Ethics14 for clinical radiologists and radiation
oncologists.

ARTIFICIAL INTELLIGENCE STANDARDS FOR CLINICAL RADIOLOGY
The standards outlined below guide the development, deployment, subsequent monitoring and
oversight of use of ML systems and AI tools in a clinical radiology setting. They can be applied to
manufacturers developing ML systems and AI tools, hospital or practice executives responsible for
deployment of ML or AI, professional service organisations advising on the use and acquisition of ML
or AI tools, and various clinicians working in a hospital, private practice or other community radiology
setting.
Within this set of standards, ‘Practice’ refers to the clinical setting in which clinical radiology
services are delivered, which may be a hospital department, private practice or other
community radiology setting.
Within this set of standards, ‘developer’ refers to the whole team involved in the development of ML
systems and AI tools.

Additional Digital Health Guidance
Some practices are required to comply with additional digital standards under their specific funding
and contractual arrangements.
The Medical Board of Australia has published Guidelines for Providing Technology-based Patient
Consultations15 that provide advice on the use of technology in delivering safe patient care. RANZCR
recommends reviewing the Australian Commission on Safety and Quality in Health Care’s (ACSQHC)
e-Health Safety Program16, which provides a series of resources relating to digital health.
Regarding New Zealand-based practice, the Medical Council of New Zealand has published a
Statement on Telehealth17 that outlines the responsibilities of clinicians relating to the use of
technology to deliver healthcare. RANZCR further recommends the Ministry of Health’s Health
Information Standards Organisation (HISO)18, which supports and promotes the development and
adoption of fit-for-purpose health information standards.
Prior to its amalgamation into the Australasian Institute of Digital Health (AIDH)19, the Health
Informatics Society of Australia (HISA)20 produced a helpful resource in e-safety governance
framework and a complementary summary of standards relating to quality management, risk
management, IT security and governance in e-Health21. The AIDH has also published a Professional
and Practice Standard with supporting resources aimed at promoting patient safety in relation to eHealth, which includes advice on incorporating patient safety into governance22.
Notes: Practices should refer to RANZCR Standards of Practice for Clinical Radiology Standard 8 for
teleradiology standards.
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Medical practitioners in Australia are expected to practise in accordance with the Medical Board of
Australia’s Good Medical Practice: A Code of Conduct for Doctors in Australia10 and the Australian
Medical Council’s Good Medical Practice11.

1. ALGORITHM DEVELOPMENT
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ML systems and AI tools used in clinical radiology practices must be developed in line with
RANZCR’s Ethical Principles on the Use of Artificial Intelligence in Medicine. The developer has a
responsibility to develop ML and AI ethically, and in particular to minimise bias. A developer may be
employed within the practice group or be external (for example, employed by a medical device
manufacturer). If the developer is employed by the practice group, they must also meet the standards
outlined below. Practices procuring AI tools developed by external vendors should satisfy themselves
that Standards 1.1, 1.2 and 1.3 have been met by the developer.
There must be a clear distinction between mature tools that are deemed appropriate (and likely
registered) for clinical use, and those that are under development. The latter should not be used to
inform clinical management.

1.1

Expert Advice

A team-based approach is imperative to the safe development of ML systems and AI tools for clinical
radiology. Each team member will have specific professional expertise, and input from a range of
professions is required to ensure optimal patient care outcomes.
INDICATORS

1.2

i.

The Practice seek assurance that the developer had input from multidisciplinary teams
including computer scientists and data scientists.

ii.

The Practice must ensure that the developer had input from medical expert(s) relevant to
the clinical issue that the AI application is being designed for. This may require generalist
and/or subspecialist expertise and involvement of other members of the clinical team where
relevant.

iii.

Consideration should also be given to the need for advice and other input from non-clinical
perspectives, including regulatory, legal and risk management.

Design for Clinical Use

The developer shall review existing technologies and consider how the ML or AI tool will integrate into
existing systems.
INDICATORS

1.3

i.

The Practice must ensure that the developer gave consideration up front to subsequent
integration of the tool into clinical workflow.

ii.

The Practice must ensure that the developer considered how the algorithm can be
generalised and applied to the full range of populations. This should take into account
differences in age, gender, ethnicity and clinical risk factors that may differ between the
population used to train the algorithm and the population to whom it will be applied in
practice.

Transparency and Explainability

The developer shall clearly and transparently advise the Practice of the training and testing data sets
and past performance for the algorithm and any limitations of the tool.
Performance of the ML or AI should be clearly documented, along with details of the testing process
and conditions under which testing took place. Limitations of application of the ML or AI algorithm
should be provided by the developer, clearly documented and considered prior to any decision to
implement.
ML or AI used in the Practice must have been tested, reached saturation of learning23 and met
requirements for regulatory approval. The ML or AI can continue to learn, but this must be done in a
parallel version of the tool, which cannot be used in patient care until its performance has been
tested.
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i.

The Practice must ensure that the developer used appropriately independent data sets for
each of the training, validation and testing phases of the algorithm development.

ii.

The Practice must ensure that the developer demonstrated that an ML or AI tool proposed
for clinical use has:
a)

reached ‘saturation’ of learning before being implemented, and be fixed thereafter and
not change the model being used in patient care; and

b)

met the requirements for regulatory approval in the various locations where it will be
used.

iii.

The Practice must ensure that the developer provides clarity on the nature of the training
data used in the development of the tool when placing ML or AI on the market. This must
include clarity about the way ‘ground truth’ was established in the training data.

iv.

The Practice must ensure that the developer provides clarity on the nature of the testing
and patient populations (as for pharmaceutical drugs) to allow users to consider their
appropriateness in relation to the patient group in whom it is proposed to be used.

v.

The Practice must ensure that the developer provides information about the integrity of
training data and how and by whom labelling accuracy has been established.

vi.

The Practice must ensure that the developer provides clarity on the nature of the imaging
hardware (including all vendors and models), imaging parameters, software settings (e.g.
MRI sequence parameters), and post-processing algorithms used in developing and testing
the ML and AI tools.

vii.

The Practice must ensure that the developer states clearly which vendor equipment the
application has been tested on.
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INDICATORS

2. Information Management
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Healthcare data are among the most sensitive types of information that can be held about an
individual. ML and AI will use data in a new range of ways. These techniques may be most powerful
when applied to raw imaging data, before it has been post-processed into pixel data. Specific care
must be taken to comply with all relevant laws and best practice in information management when
accessing, storing and transferring healthcare data.
Due to the new opportunities and risks that could emerge with the use of ML and AI, developers and
Practices will need to consider upfront the robust information management policies that will be
required, including those pertaining to the retention or othewise of raw data. Patients have a right to
sensitive health data being used judiciously in ML or AI. These Standards state RANZCR’s
expectations relating to the information management practices to be followed when AI techniques are
being developed or used in AI in clinical radiology.
Notes: Please refer to RANZCR’s Standards of Practice for Clinical Radiology V11 for related standards on
Patient Records (Section 1.5), Privacy and Information Security (Section 3.7.2), Privacy (Section 7.7) and
Record Keeping and Security (Section 8.5).

2.1

Information Security

The Practice shall have appropriate measures in place to ensure that patient information is safely and
securely stored and transmitted.
Notes: Please refer to Section 1.5 of RANZCR’s Standards of Practice for Clinical Radiology V11 for further
guidance on patient records.

INDICATORS

2.2

i.

The Practice must ensure that repositories securely store data and comply with existing
laws.

ii.

The Practice must comply with existing best practice and regulations relating to privacy and
management of healthcare data.

iii.

The Practice must demonstrate that is has appropriate security measures to protect patient
information.

iv.

The Practice must implement a user registry to track access to patient information.

Consent and Privacy

The Practice shall obtain appropriate consent before sharing data and shall have procedures in place
to ensure patient privacy is protected.
Notes: Please refer to Sections 3.7.2 and 7.7 of RANZCR’s Standards of Practice for Clinical Radiology V11
for further guidance on privacy and information security.

INDICATORS
i.

The Practice must seek the consent of the patient or approval of an appropriate ethics
board to waive consent procedures prior to sharing patient data with ML or AI developers,
as permitted under relevant regulatory regimes.

ii.

The Practice must take due care to anonymise or pseudonymise data being used to train or
test ML and AI.

iii.

There must be ongoing consideration of the patient’s confidentiality as technology matures,
with the Practice keeping up-to-date with best practice and regulatory requirements.

iv.

When sharing data from the Practice environment for the purpose of ML or AI development,
the Practice will aim to ensure the data shared is: ‘as confidential as reasonably
achievable’. This means removing all elements that are not essential to the intended use of
the data so as not to allow someone’s identity to be reconstructed.
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2.3

Information Sharing

Procedures shall be established concerning secure data transfers, protection and disposal of records,
and use of standard terminologies.
Notes: Please refer to Sections 3.6, 3.7, 7.7 and 8.5.6 of RANZCR’s Standards of Practice for Clinical
Radiology V11 for related standards on information sharing.

i.

The Practice must ensure that information sharing is performed via secure channels.

ii.

The Practice must ensure that data sharing agreements must include provisions for the
secure disposal of data at the conclusion of the agreement, consistent with regulatory
requirements.

iii.

The Practice must implement a mechanism to control the flow of patient information beyond
the Practice.

iv.

Where possible, the Practice should ensure that recognised standard annotations and
terminologies (e.g. SNOMED CT-au, LOINC) are used to express inputs and outputs from
ML and AI tools.
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3. Algorithm Deployment
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Algorithms have been in use in certain formats for some time; however, the introduction of more
sophisticated neural networks and deep learning in new ML systems and AI tools will have significant
impacts on patient care. These are difficult to fully anticipate in the early stages of deployment of ML
and AI; therefore, these Standards take a conservative approach to deployment in patient and clinical
care. Appropriate governance measures must be in place in a Practice prior to ML systems or AI tools
being deployed (see Section 6: Governance).
RANZCR recommends that Practices ensure clinical teams are appropriately trained in the use of any
new technologies prior to their use in patient care. RANZCR also recommends strong clinical
leadership with a designated clinician (referred to here as the Chief Radiologist Information Officer
(CRIO) providing oversight for ML, AI and related health informatics considerations.

3.1

Clinical Oversight

The Practice shall appoint a designated clinician – a CRIO – to oversee the selection, deployment,
and monitoring of ML systems and AI tools and associated staff training within the Practice. This is a
key component of medical oversight, but not expected to be a full-time role. For small practices, the
CRIO responsibilities can be designated to a nominated clinical radiologist.
Notes: Please refer to RANZCR’s Standards of Practice for Clinical Radiology for related standards on
Computers and Automated Equipment (Section 3.6.1).

INDICATORS

3.2

i.

The Practice selecting, deploying and subsequently monitoring the ML and AI must
designate a medical clinical lead (in the case of clinical radiology, a radiologist) as CRIO to
oversee processes relating to ML and AI in the Practice, training of the clinical team
(including relevant trainees), and interactions with developers and the broader health
informatics team at the Practice.

ii.

The CRIO will guide the proposed ML or AI application process and must be capable of
assessing associated benefits and risks, managing software upgrades and overseeing
contingency planning.

iii.

The CRIO must be trained and current in appropriate skills, knowledge and competencies
for their role.

iv.

The CRIO must advise the senior management of the Practice and any governance body
established by the entity seeking to implement AI or ML.

v.

The CRIO must engage with clinical radiologists, technologists, radiographers,
sonographers, medical physicists and nurses who will be affected by the deployment of ML
or AI.

Suitability and Appropriateness

The CRIO must consider the appropriateness of the use of ML systems and AI tools on specific
patient groups.
INDICATORS

3.3

i.

The CRIO and radiology team will determine the degree of autonomy that the ML system or
AI tool has in the specific clinical environment and provide evidence of the impact of clinical
service provision.

ii.

The Practice must retain a record of the assessment of appropriateness and usability of an
ML or AI tool for its different patient groups.

Implementation: Compliance and Records

Page 13 of 24

The Practice shall have in place systems to ensure adequate and contemporaneous record keeping,
reporting processes, audit processes and training when introducing ML and AI into a Practice,
consistent with legal and other regulatory requirements in that jurisdiction.

3.4

i.

An ML system or AI tool must not have the capacity for ongoing learning when implemented
at the Practice. Any substantial modifications to the original model (such as changes that
could impact clinical diagnosis management) will require authorisation from the regulatory
body appropriate to the jurisdiction.

ii.

The Practice must maintain a register of risks that have been considered relating to
deployment of ML and AI, and outline how those risks are going to be managed.

iii.

The Practice must ensure that the general mode of operation of the algorithm, how a
conclusion was arrived at and the levels of confidence in the conclusion (in terms of
accuracy, sensitivity/specificity, probability, diagnostic weight) can be understood and
explained by the medical team.

iv.

The Practice must record the exact algorithm/s used within the patient record.

v.

All clinicians using ML or AI tools must be trained in its use before the tool is incorporated
into their workflow (and thus patient care).

vi.

The Practice must ensure there are mechanisms to record traceability of ML or AI tool
operations; that is, for each patient for whom the ML or AI tool is applied, there shall be a
record of the software and version of the tool in use at the time.

Implementation: Integration

The Practice shall review existing systems and procedures to ensure that ML and AI tools are
implemented without negative effect on clinical workflow, and that any ML and AI tools are given
appropriate access to data sets.
INDICATORS

3.5

i.

Workflow considerations must be carefully assessed, including consideration of adverse
impact on performance, safety, service output and timeliness, work health and safety, and
well-being.

ii.

When deploying the tool, the Practice must consider the specifications and performance
characteristics of ML and AI, the training and test data used in its development, and the
imaging equipment it can be used with (please refer to Section 1: Algorithm Development).

iii.

The Practice must assess interoperability of the ML or AI tool with key existing radiology
systems, such as RIS and PACS and, where relevant, other data sources in the Practice
such as electronic medical records.

iv.

The Practice must consider which data sets the ML or AI tool may have access to and the
implications of this access; for example, should access be restricted only to image data
within the Practice, or include third-party data as well?

v.

Appropriate approvals must be sought, and precautions taken, for data outside of the
Practice that the ML or AI will have access to.

Risk Management

The Practice shall have procedures in place to ensure that systems continue to function effectively in
the instance of ML systems or AI tools being unavailable.
Notes: Please refer to Section 3.6.1 of RANZCR’s Standards of Practice for Clinical Radiology V11 for further
guidance on use of equipment and automated equipment.
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INDICATORS
i.
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3.6

The Practice must ensure there are systems in place to ensure that Practice production
systems, particularly other informatics systems, will continue to function effectively if the AI
tool is temporarily unavailable or withdrawn and that delivery of clinical services will not be
compromised.

Initial Audit

ML systems and AI tools must undergo a performance audit within a set period of time (no longer than
six months for low-risk applications of ML or AI). The CRIO and clinical team will determine the timing,
of the initial performance audit, and of regular follow-up, governed by procedural volume and the
clinical impact of incorrect diagnosis in the event of performance failure (see Section 5: Audit).
INDICATORS
i.

The Practice must have a schedule in place to ensure that the ML and AI are audited in line
with the determined timeframe after being deployed, and periodically thereafter.

ii.

The audit must include analysis of actual performance of the ML or AI tool.
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4. Professional Standards
The Practice and all clinical staff employed by it are responsible for both understanding the principles
behind ML systems and AI tools, and for relaying relevant information to patients.
The clinical team should play a central role in the deployment and use of ML and AI at the Practice.

Patient Safety

The Practice and medical practitioners shall ensure that patient safety is the top priority in the delivery
of care, and that patients have access to information to make informed decisions about their care.
INDICATORS

4.2

i.

The clinical radiologist retains primary responsibility for all aspects of patient care, including
the use of using ML or AI for a particular patient, with input and support from a
multidisciplinary team.

ii.

The CRIO and, where relevant, clinical radiologists at the Practice will take responsibility for
ensuring that ML and AI are used ethically and in line with these standards of practice.
Primary responsibility, however, rests with the Practice and the associated governance
body that chose to deploy the ML or AI.

iii.

The Practice will have access to general information for patients about the use of ML and AI
in clinical care.

Training in ML and AI

The Practice shall provide appropriate training to all users of ML and Al tools. The radiology team
shall not utilise any ML systems and AI tools that they are not adequately trained to use.
INDICATORS

4.3

i.

The Practice will ensure that the radiology team completes general training (or related
Continuing Professional Development) in ML and AI.

ii.

The radiology team will be trained to understand the risks and shortcomings of ML and AI,
and when to escalate issues to the CRIO.

iii.

The Practice will ensure that staff are trained in the specific AI tool being deployed at the
Practice (as it would for new RIS/PACS systems).

iv.

The clinical radiologist must have the skills to understand the output from the AI or ML tool
and how it relates to a particular patient.

Decision-making

The clinical radiologist holds ultimate responsibility for diagnosis and understanding the medical
consequences of diagnosis(es). ML systems and AI tools are designed to assist clinicians in reaching
a decision; however, the practitioner must apply clinical judgement to integrate ML and AI output with
other clinical information.
INDICATORS
i.

The clinical radiologist treating the patient will give consideration to the ML and AI output
alongside pertinent clinical and other information.

ii.

The CRIO or clinical radiologist will be involved in judgements regarding further testing for
patients, resources devoted to patient care and timeframes for clinical care. The Practice
must not rely on ML or AI to make value judgements; however, ML and AI may inform these
considerations.
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4.1

4.4

Responsibilities of the CRIO

The Practice will appoint a CRIO with direct access to senior management. The CRIO will have
defined responsibility and authority for implementing and maintaining ML and AI tools within the
Practice.
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INDICATORS
i.

The CRIO will have a broad understanding of standards frameworks relating to digital
health, including enterprise IT governance, information security, knowledge and data
management, risk management, business analysis, change management and how to
resolve issues that may arise through implementation.

ii.

The CRIO will work with the implementing governing body to recognise the preferences,
cultural values and other values of the Practice’s patients, and how they may affect use of
ML and AI tools in the Practice.

iii.

The CRIO and radiology team at the Practice will identify tasks or decisions that should not
be delegated to technology24.

iv.

The CRIO and governance body will consider how to guard against (contain and manage)
automation bias25.

v.

The CRIO will oversee ongoing monitoring of ML and AI software to ensure optimal
performance.
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5. AUDIT
Audit is the official evaluation or inspection of systems in use at the Practice, including ML systems
and AI tools.

Through this process, the Practice identifies key areas of its operations for quality improvement, and
implements appropriate training accordingly.

5.1

Audit

The Practice shall commit to ongoing scheduled audits to ensure optimal functioning of ML and AI
tools.
INDICATORS

5.2

i.

The Practice has procedures in place to ensure the objectivity and impartiality of auditors
and the audit process itself.

ii.

The Practice commits to an ongoing requirement for periodic audit and evaluation.

iii.

The Practice ensures that monitoring and/or audit based on these Standards is carried out
and reported on annually against these Standards, and in line with the Practice’s own
policies and procedures. The Practice thereby ensures that ML and AI systems function as
intended.

iv.

A set of ‘benchmark cases’ (defined as a technical input with known output), also known as
‘test cases’, must be used to measure the ongoing validity (and replicability) of the AI tool
against a data set developed specifically for this purpose.

v.

The audit should consider any feedback from patients or any impact on patient experience.

vi.

The annual audit includes a review of the Practice’s corrective and preventive action
processes and activity, as well as the effectiveness of any such action.

vii.

The audit must assess whether the radiology team understands the use of ML systems and
AI tools at the Practice and the process to escalate issues to the CRIO or designated
medical lead.

viii.

The Practice retains records of each audit and participation in or compliance with external
quality assurance activities where these are available.

Monitoring and Maintenance

The Practice shall establish a procedure to monitor ML systems and AI tools and associated software
updates. This program of activity will include preventative and corrective action to ensure ML systems
and AI tools are functioning as intended.
INDICATORS
i.

The Practice will ensure all ML and AI systems are kept up-to-date and that applicable
standards continue to be met.

ii.

Software updates for ML and AI tools will be reviewed by the CRIO and assessed for
suitability prior to implementation at the practice, with particular consideration given to
changes that affect data management or clinical use.

iii.

The Practice will record and act on any discrepancies of performance of ML systems and AI
tools, and ensure that these are considered by the CRIO.
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Due to the potential impacts on patient well-being if a ML system or AI tool does not function as
intended, ongoing audit or monitoring is imperative.

5.3

Reporting Requirements

The CRIO shall be aware of regulatory reporting requirements and report any adverse events via the
correct channels.
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INDICATORS
i.

In line with existing duties for incident reporting, the CRIO will report to the regulatory
authorities (the Therapeutic Goods Administration in Australia or Therapeutic Products
Agency in NZ) if there is an adverse event arising from the use of an ML system or AI tool
that the regulator has authorised for use in that jurisdiction (such as near miss). In this
instance, the CRIO will also notify the supplier of the ML system or AI tool26.

ii.

The CRIO will report any adverse event arising from the use of an ML system or AI tool
directly to the manufacturer.

iii.

The Practice will ensure that any reporting is done via the correct channel(s), to the
appropriate authorities.

iv.

The Practice will update the risk register for ML and AI following audits and as new risks or
management strategies emerge.
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6. GOVERNANCE
Appropriate governance measures must be in place in a Practice prior to ML systems or AI tools
being deployed.

6.1

Governance

The Practice must establish appropriate governance mechanisms to oversee the deployment and use
of ML and AI.
INDICATORS

6.2

i.

The Practice must establish an appropriate governance body (or bodies) to oversee the
deployment and use of ML and AI at the Practice.

ii.

Decisions made by the governance body must be recorded.

iii.

The Practice’s CRIO must be a member of the principal governance body and provide input
on behalf of the clinical team.

iv.

The Practice must give particular consideration to the potential for conflicts of interest
during research, deployment or subsequent monitoring (i.e. where a secondary interest of,
perhaps a tool developer or vendor, may influence clinical decisions about a patient)27.

v.

Any conflict of interest held by the Practice or employees of the Practice should be
disclosed by the individual or institution to the governance body and be managed
appropriately.

vi.

Due diligence must be completed on suppliers of ML systems and AI tools and on any
parties, who would have access to sensitive patient data. Particular consideration must be
given to companies that are new to the Practice or who do not have a proven track record
in healthcare.

Responsibility

There is shared responsibility for patient safety when implementing and using ML and AI for patient
care that must be assessed by the governance body prior to implementing ML or AI.
INDICATORS

6.3

i.

The governance body must consider the specific responsibilities of all entities involved in
the use of ML and AI in patient care prior to implementing an ML system or AI tool. This
includes the Practice, CRIO, clinicians and ML or AI supplier.

ii.

Ultimate responsibility for the safety and outcome of procedures of selecting, deploying and
subsequently monitoring the ML systems and AI tools lies with the Practice or healthcare
service.

iii.

The clinical radiologist holds ultimate responsibility for patient care and should have the
opportunity to input directly if required to the governance body put in place to manage ML
systems or AI tools used in clinical care.

iv.

Responsibility for the decision to use ML and AI for an individual patient primarily resides
with the clinical radiologist. There may also be responsibilities on referring clinicians (e.g.
for provision of all relevant clinical data).

Teamwork

The delivery of healthcare involving ML and AI must involve input from an interdisciplinary team who
understand and respect the professional skills and perspective that each team member contributes.
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Special consideration should be given to the interaction of the ML or AI with clinical decision-making,
the responsibilities of the different parties, how conflicts of interest are managed and ensuring the
completion of due diligence.

INDICATORS
The governance body must ascertain that all members of the care team are working
collaboratively when deploying or using ML or AI.
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i.
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